Appendix B – Governance (Public Law, Regulations and Federal Guidance)

Public Law

· Clinger-Cohen Act

· http://www.ed.gov/policy/gen/leg/cca.html
· Computer Fraud and Abuse Act of 1987

· http://cio.doe.gov/Documents/CFA.HTM
· Computer Matching and Privacy Protection Act of 1988

· http://www.ed.gov/about/offices/list/ocio/legislation.html
· Computer Security Act of 1987

· http://www.cio.gov/Documents/computer_security_act_Jan_1998.html
· Electronic Signatures in Global and National Commerce Act of 2000 (E-Sign)

· http://frwebgate.access.gpo.gov/cgi-bin/getdoc.cgi?dbname=106_cong_bills&docid=f:s761enr.txt.pdf
· Federal Financial Improvement Act

· http://www.whitehouse.gov/omb/financial/fm_systems.html
· Federal Information Security Management Act (FISMA) of 2002 (Title III of E-Gov)

· http://csrc.ncsl.nist.gov/policies/
· Federal Managers’ Financial Integrity Act of 1982

· http://www.whitehouse.gov/omb/financial/fmfia1982.html
· Federal Records Act

· http://www.ed.gov/policy/gen/leg/fra.html
· Freedom of Information Act of 1974

· http://www.ed.gov/policy/gen/leg/foia/foiatoc.html
· Government Paperwork Elimination Act (GPEA)

· http://www.ed.gov/policy/gen/leg/gpea/index.html
· Gramm-Leach-Bliley Act

· http://www.senate.gov/~banking/conf/
· Higher Education Act of 1965, as amended

Index

· http://edworkforce.house.gov/publications/compindex.htm
Vol. III, Title IV, Parts A and B

· http://edworkforce.house.gov/publications/heacomp/hea65002.pdf
Vol. III, Title IV, Parts C, D, E, F, G, and H

· http://edworkforce.house.gov/publications/heacomp/hea65003.pdf
· Paperwork Reduction Act

· http://www.ed.gov/policy/gen/leg/pra.html
· Privacy Act of 1974

· http://www.ed.gov/policy/gen/leg/privacyact.html
· Rehabilitation Act of 1973 (Section 508)

· http://www.ed.gov/policy/speced/reg/narrative.html
Executive Orders

· Executive Order 13231 - "Critical Infrastructure Protection in the Information Age"

· http://www.whitehouse.gov/news/releases/2001/10/20011016-12.html
· Executive Order 13228 - "Establishing the Office of Homeland Security and the Homeland Security Council" 

· http://www.whitehouse.gov/news/releases/2001/10/20011008-2.html
· Executive Order 13011 - "Federal Information Technology"

· http://www.cio.gov/Documents/federal%5Fit%5FJul%5F1996%2Ehtml
U.S. Department of Education Regulations
· Student Assistance Program Regulations (34 CFR Parts 600-694)

· http://ecfr.gpoaccess.gov/cgi/t/text/text-idx?sid=0407185bbe804cd15279a596a29c32bd&c=ecfr&tpl=/ecfrbrowse/Title34/34cfrv3_02.tpl#600
Additional Federal Guidance

· Federal Acquisition Regulation (FAR)

· http://www.arnet.gov/far/
· NIST Special Publication 800-18 – “Guide for Developing Security Plans for Information Technology Systems”

· http://csrc.nist.gov/publications/nistpubs/800-18/Planguide.PDF
· OMB Circular A-123 – “Internet Control Systems”

· http://www.whitehouse.gov/omb/circulars/a123/a123.html
· OMB Circular A-127 – “Financial Management Systems”

· http://www.whitehouse.gov/omb/circulars/a127/a127.html
· OMB Circular A-130 – “Management of Federal Information Resources”, Appendix III – “Security of Federal Information Resources”

· http://www.whitehouse.gov/omb/circulars/a130/a130.html
· OMB Bulletin 90-08 – “Guidelines for Preparation of Security Plans for Federal Systems that Contain Sensitive Data”

· http://wwwoirm.nih.gov/itmra/omb90-08.html
· OMB Memorandum 97-02 – “Funding Information Systems Investments”

· http://www.whitehouse.gov/omb/bulletins/97-02.html
· OMB Memorandum 97-16 – “Information Technology Architectures”

· http://www.whitehouse.gov/omb/memoranda/m97-16.html
· OMB Memorandum 00-15 – “OMB Guidance on Implementing the Electronic Signatures in Global and National Commerce Act”

· http://www.whitehouse.gov/omb/memoranda/m00-15.html
· OMB Memorandum 01-08 – “Guidance on Implementing the GISRA”

· http://www.whitehouse.gov/omb/memoranda/m01-08.pdf
· OMB Memorandum 01-24 – “Reporting Instructions for the GISRA”

· http://www.whitehouse.gov/omb/memoranda/m01-24.pdf
· General Accounting Office (GAO) Accounting and Information Management Division (AIMD) Report 94-115 – “Executive Guide: Improving Mission Performance Through Strategic Information Management and Technology”

· http://www.access.gpo.gov/cgi-bin/useftp.cgi?IPaddress=wais.access.gpo.gov&filename=ai94115.txt&directory=/diskb/wais/data/gao
U.S. Department of Education Guidelines

· U.S. Department of Education Priorities

· http://www.ed.gov/about/overview/mission/priorities.html
· U.S. Department of Education Records Disposition Schedules

· http://www.ed.gov/policy/gen/guid/fra/index.html
· U.S. Department of Education Information Technology Security Manual

· http://extranet.sfa.ed.gov/cio/it_management/techpolicy/
· FSA ‘Information for Financial Aid Processionals’ (IFAP) Web Resource
· http://www.ifap.ed.gov/
· FSA Technology Handbook

· http://extranet.sfa.ed.gov/cio/techcenter/technology_handbook/tech.html
Standards

· Federal Information Processing Standard Publication ( FIPS PUB) 31 - “Guidelines for ADP Physical Security and Risk Management”

· http://csrc.nist.gov/publications/fips/fips31/fips31.pdf
· FIPS PUB 46-3 – “Data Encryption Standard (DES)”

· http://csrc.nist.gov/publications/fips/fips46-3/fips46-3.pdf
· FIPS PUB 73 – “Guidelines for Security of Computer Applications”

· http://csrc.nist.gov/publications/fips/fips73/fips73.PDF
· FIPS PUB 83 – “Guidelines on User Authentication Techniques for Computer Network Access Control” (No electronic version available)

· http://csrc.nist.gov/publications/fips/
· FIPS PUB 87 – “Guidelines for ADP Contingency Planning”

· http://csrc.nist.gov/publications/fips/fips87/fips87.pdf
· FIPS PUB 112 – “Password Usage”

· http://www.itl.nist.gov/fipspubs/fip112.htm
· FIPS PUB 113 – “Computer Data Authentication”

· http://www.itl.nist.gov/fipspubs/fip113.htm
· International Organization for Standardization

· http://www.iso.ch/iso/en/ISOOnline.openerpage
· IRS Publication 1075 – “Tax Information Security Guidelines for Federal, State, and Local Agencies”

· http://www.irs.gov/pub/irs-pdf/p1075.pdf
· National Institute of Standards and Technology

· http://www.nist.gov/
· Software Engineering Institute (SEI) and the Capability Maturity Model (CMM)

· http://www.sei.cmu.edu/cmm/cmm.html
